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Fraunhofer I0SB has developed the world’s
first open-source implementation of OPC
UA publish/subscribe and demonstrated

its real-time capability in combination with
Time Sensitive Networking (TSN). The team
at Fraunhofer I0SB showed that a real-time
capable publisher and a non-real-time stan-
dard OPC UA server can coexist in the same
device without losing real-time capabilities
through access to a shared information
model.

Until today, fieldbuses have been the
dominant technology for real-time commu-
nication in automation systems. A fieldbus
defines specific telegram formats for cyclic
data exchange. OPC UA is not a fieldbus,
but a client/server protocol based on TCP/IP
that defines service calls for the interaction
with a server-side information model over
the network. The new part 14 of the OPC
UA specification defines an enhancement of
OPC UA for communication based on the
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publish/subscribe communication paradigm.
In publish/subscribe, subscribers registers
for a subject (also called a topic or queue)
and receives all messages that are published
on that subject. So a published message

is distributed to a potentially large number
of subscribers. Part 14 of the OPC UA

specification refers to broker-based message

distribution according to the IEC standards
AMQP and MQTT. It additionally defines

a custom UDP-based distribution protocol,
called UADP, based on the multicast mech-
anisms of the IP standards. With multicast,
the subscriber registers in a group repre-
sented by an IP address in a special range.
Packets sent to this address are forwarded
to all members of the group. Thus the
major part of the complexity of the publish/
subscribe mechanism is delegated to the
existing network infrastructure (router,
switches etc.). The content of the pub-
lished messages is defined by a so-called
DataSet: a collection of current values from

selected elements of an OPC UA informa-
tion model. In that regard, OPC UA publish/
subscribe returns to the definition of tele-
gram formats. But in contrast, the DataSet
can be flexibly configured at runtime and
this definition can be looked up in the server
to understand the semantic meaning of
values according to their origin in an OPC
UA information model.

Within the IEEE 802.1 standards series, the
enhancement of Ethernet with real-time
communication under the name of Time
Sensitive Networking (TSN) has been pushed
forward during recent years. Some parts of
the future TSN standard have already been
adopted, such as clock synchronization of
the participants in IEEE 802.1AS and the
reservation of transfer capacity via time

slots in IEEE 802.1Qbv. This realizes real-time
communication in parallel to normal Ether-
net operation. One disadvantage of OPC UA
has been the lack of real-time guarantees
due to the use of TCP/IP as a “best effort”
transport layer. Integration with TSN makes
OPC UA publish/subscribe an ideal compan-
ion to the client/server interaction with
additional end-to-end real-time guarantees.
Together with the Open Source in Auto-
mation Development Lab (OSADL) and

Demonstrator

Kalycito Infotech, a systems integrator for
embedded applications, Fraunhofer 0SB
has launched a project to develop OPC UA
publish/subscribe. This effort is based on
the open62541 open source implementation
of the OPC UA standard IEC 62541 (https:/
open62541.org). open62541 is developed
in the C language and can be used for
resource-constrained embedded applica-
tions. Five companies from the automation
industry, all members of OSADL, are jointly
funding the project.

The first outcome of the project was a
demonstrator for Embedded World 2018.
The integration with current TSN hardware
depends on vendor-specific interfaces and
configuration tools. Nevertheless, large
parts of the OPC UA publish/subscribe
implementation is reusable and has been
folded back into the open62541 project.

The key feature of the publish/subscribe
implementation by Fraunhofer IOSB is the
connection between the real-time capable
publisher and the non-real-time normal
OPC UA server. Any activity in the normal
server must not delay the real-time publisher
although both interact with the same
information model. Fraunhofer IOSB’s

implementation realizes this using a special
representation for the OPC UA information
model: every node in the information model
is immutable and cannot be modified. It

is only possible to replace the entire node
with a modified copy. This replacement uses
atomic operations, whereby parallel access
to the information model is possible without
the use of semaphores. A time-controlled
hardware interrupt can then trigger the
generation of publish messages and the
information model cannot be in an inconsis-
tent state at the time of the interrupt. Real-
time operations for TSN and the flexible
best-effort operations can therefore co-ex-
ist in one device. This is an important basis
for the main idea of Industry 4.0: to flexibly
connect automation systems, to perform
additional configuration at runtime and to
integrate runtime control with higher-order
functionality and services.

Reference:

[1] OpenMOS Project Deliverable:

Assessment of Current Service Bus Technologies.
https://www.openmos.eu/documents/11/D3.2_-_
Assessment_of_Current_Service_Bus_Technolo-
gies.pdf
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SEMANTIC EDGE PROCESSING
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Fig. 1: Semantic Edge to intelligently collect, pre-process, aggregate, and analyze data close to the
data sources.

The Industrial Internet of Things (lloT) is The main reasons are:

the use of the Internet of Things (IoT) in

the industrial domain with the goal of - the available bandwidth for the data
monitoring and controlling production transmission is usually not sufficient for
processes. The manufacturing sector is the vast amount and frequency of data
expected to be one of the top adopters of created by lloT devices;

loT technologies [1], [2]. Leveraging the

power of advanced sensing technologies, - the manufacturing domain has very de-
applications, such as remote monitoring, manding ultra-low latency requirements
anomaly detection, diagnosis, and control for processing data;

of processes and assets have already

gained rapid popularity in manufacturing - connectivity (and consequently the

industries. While huge progress has been availability of services) is hard to

made on making assets “smarter” and guarantee;
production more efficient over recent
years, the full potential of the lloT has not - a large class of lloT applications do not

yet been exploited sufficiently. meet the security requirements.
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To help manufacturing companies take full
advantage of the lloT, we have developed
methods and tools to intelligently handle
the loT sensor data and process data at the
edge of the network and deliver faster in-
sights [3]. The key innovation is in loTization
through dynamic, multi-modal, smart data
gathering, integration and processing based
on semantic technologies.

As shown on Fig. 1, we do not focus purely
on asset data; we take into account data
from the environment in which the asset
operates and the associated processes
and resources that interact with the asset.
We consider structured data (e.g. sensor
data), semi-structured data (e.g. inspection
reports) and unstructured data (e.g.
corrosion images). The semantic edge is
used to communicate with the industrial
asset, perform local processing (e.g. edge
analytics) and transfer pre-processed data
to the cloud. It can be deployed either on
a machine or on a gateway, depending on
the complexity and resource-consumption
of the services to be used.

Looking at the figure from bottom to top,
the components are organized in layers
(with push connectors) starting from data

sources at the bottom to the communica-
tion services that support bidirectional
communications between the edge services
and cloud services. The vertical layer services
are realized by the semantic models, which
ensure a common, shared understanding

is achieved across the existing OT and IT
systems, edge services and various human
roles.

The semantic edge is structured in the
following sub-layers:

- the plug-infout management layer
enables on demand plug-in/out based
on out-of-the-box connectivity;

- the knowledge extraction layer creates
machine-understandable representation
of the raw sensor data;

- the smart integration layer ensures data
fusion in real-time near to the data
sources by dealing with both syntactic
heterogeneity and semantic
heterogeneity;

- the intelligent service layer comprises
the many services for building advanced
applications suitable for the edge.
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Fig. 2: Real-time data analytics by “moving” analytics to the edge.

Fig. 2 shows the real-time data analytics
service which correlates sensor data and/or
derived data into more meaningful informa-
tion for making better and faster decisions.
It searches for patterns in a continuous
stream of incoming events in order to
detect situations with minimal delay (i.e.
look for a combination of certain types

of events to create a higher-level business
event). The service consists of:

- an app for managing sensors and
patterns, creating patterns using the drag
and drop visual interface by combing
events and pattern operators (e.g.
filtering, aggregation, time-window, etc.),
deploying patterns (e.g. on Raspberry Pi)
and displaying notifications;

- aset of components based on the WSO2
Siddhi engine for embedded systems for
discovering patterns in real-time, sending
notifications or even performing actions
(e.g. switch on/off a sensor).

The proposed approach is driven by real
industrial use cases and includes a proof-
of-concept demonstration for validation
with real-time data.

Reference:

[1] https://ww2.frost.com/news/press-releases/
innovations-enabled-industrial-iot-accelerate-
shift-manufacturing-40/

[2] https://inductiveautomation.com/what-is-iiot
[3] loT edge analytics is transforming
manufacturing,
https://www.ibm.com/blogs/internet-of-things/
smart-manufacturing-edge-analytics/

17 visIT

Industrial loT



Dr.-Ing. Christian Kiihnert

Systems for Measurement,
Control and Diagnosis (MRD)
Fraunhofer I0SB Karlsruhe

Phone +49 721 6091-511
christian.kuehnert@iosb.fraunhofer.de

www.iosb.fraunhofer.de/MRD

CLOUD-BASED DATA ANALYSIS
AND CONDITION MONITORING
PLATFORM FOR INDUSTRIAL
PRODUCTION PLANTS

Modern industrial plants usually incorporate
a large number of sensors and are charac-
terized by increased interconnectivity
between their various process units.
Moreover, small lot sizes and the demands
of making high quality products mean that
manufacturing plants are increasingly
subject to modifications. Before every
change, the operating staff have to adapt
process parameters. As a result, they
become more and more challenged by the
process control and supervision systems.

In terms of process supervision, this means
that operators need to set new thresholds
for several sensors and potentially adapt
them whenever a product changeover is
performed. Since this work is time-consum-
ing and requires a large amount of expert
knowledge, the use of machine learning
algorithms offers a promising alternative.
Using this method, the system can learn a
model which represents the normal state
of a process. Next, this model is compared
with the current process data. If the
measurements diverge significantly from

the model, this may be evidence of
abnormal process behavior and the
operating engineer needs to be informed.
However, widespread utilization of machine
learning algorithms has not yet been
adopted. One reason is that it not only
requires an operating engineer but also a
data scientist with the expertise to train,
parametrize and update the learned model
at regular intervals.

INTELLIGENT DATA ANALYSIS
THROUGH CLOUD SERVICE

Most facilities that want to take advantage
of machine learning for their process units
and productions plants, do not have the
staffing level required to employ data
scientists. Fraunhofer I0SB now offers a
solution to this problem — a cloud-based
data analysis and condition monitoring
platform capable of analyzing production
data on behalf of such facilities [1]. The
complete data analysis platform can be
hosted by I0SB or in-house.
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Fig. 1:14.0 Test Lab at the Fraunhofer IOSB used for the development and testing of new algorithms

for the evaluation of production data.
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Fig. 2: Measurement data are uploaded to the cloud and processes using ML algorithms. Results are written back to plant or sent to a web client for
visualization.

Fig. 2 outlines the approach. Facilities
can send a request as streaming data or
cyclically upload their measurements. For
streaming data this can be done through
standard protocols, such as OPC-UA [2] or
REST, but it is also possible to develop a
custom interface since internally the plat-
form follows a plug-in based architecture.

For the response, there are two possible
ways for the operator to obtain the results.
First, they can be written back to the local
management system. This demands that
the facility provides, e.g. OPC-UA nodes for
the machine learner. Second, they can be
visualized using a password protected web
application. Currently, the web application
includes a dashboard, the visualization of
a process map with state trajectory and
access to historic results from the machine
learning algorithms. However, the web
client can be adapted to the specific needs
of the end user.

SUCCESSFUL TESTS FOR MONITORING
DRINKING WATER FACILITIES AND
QUALITY ASSURANCE IN POLYSTYRENE
PANELS

The developed platform has been success-
fully tested at the IOSB Test Lab (Fig. 1) in
monitoring drinking water facilities [3] and
quality assurance in polystyrene panel pro-
duction. In the former application, the data
are uploaded hourly as .csv files and the
results provided within the web-interface.
In the latter, the data are uploaded from
the complete production batch and the
panel quality assurance results provided as
a report

Reference:

[1] KUhnert C.; Montalvo I.: A Generic Data
Fusion and Analysis Platform for Cyber-Physical
Systems, Machine Learning for Cyber-Physical
Systems, 2016

[2] Schleipen, M; Kiihnert C.; Okon M.; HenBen R;
Bischoff, T.. MoMo — Mobile Monitoring und
smarte Datenanalyse basierend auf offenen
Standards, VDI Automation 2015

[3] KUthnert, C; Baruthio M.; Bernard T.;
Steinmetz C.; Weber J.: Cloud-based event
detection platform for water distribution net-
works using machine-learning algorithms;
CCWI - Computing and Control for Water
Industry, 2015
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ENGINEERING OF DIGITAL TWINS

o

MOTIVATION

Representing real world objects as digital
models has been a central topic of computer
science for many years. System modelers
have always been interested in finding ways
to represent features and properties of
physical objects digitally in an adequate and
efficient way for a given task. However, in
order to reduce the complexity and due to
the limitations of IT devices w.r.t. memory
consumption and processing capacity, the
digital views have always been quite tightly
focused. In automation technology, this
means that the digital model of a machine
in a production control system, in addition
to identification data, comprises only those
machine status and operational data which
are relevant for an operator. Engineering
data describing type and geometry are
typically not accessible from the production
control system. Today, these distinct repre-
sentations, usually stored and provided by
different, mostly incompatible IT systems,
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hinder integrated modeling and simulation
concepts for digital factory components as
well as integrated industrial analytics.

The concept of the “digital twin" is about
to change this. It conveys the idea that
digital representations should possess many
of essential properties of their real-world
counterparts. Moreover, it expresses the
expectation that the digital representation
should be synchronized, as far as possible,
with the status of the real-world object.
Ideally, it should be an exact image of all
the properties and functions of the physical
component (e.g. a robot arm or a pressure
sensor), synchronized in (near) real-time
throughout its life. Consequently, an
operation upon the digital twin should
instantly affect the physical component and
vice versa. Today, embedded sensors and
sensor data processing close to the device
(edge computing), the Industrial Internet

of Things (lloT) for ubiquitous data trans-
mission (machine-to-machine — M2M)

as well as cost-efficient and scalable data
storage make this type of synchronization
possible.

CONCEPT OF DIGITAL TWINS

However, the term digital twin is misleading.
Although biological twins exhibit many
genetic matches and start from a common
environment, they evolve and socialize
largely autonomously and independently

of each other, at least with increasing age.
Conversely, the “socialization” and lifetime
of a digital twin in a digital factory is basi-
cally independent of that of its real-world
counterpart. In design and engineering
departments, digital representations are
created in virtual environments which are
becoming ever closer to reality. A robot arm
may be simulated in its cooperation with
other robot arms or humans and optimized
in its behavior before the physical robot
arm is even produced and installed. In the
virtual world, time may be wound back and
forth as required. This enables analysts to
evaluate past situations and simulate future
situations by means of prognostic models.
Long after the life of the physical object
has come to an end, e.g. due to wear or
dismantling, the virtual representation may

Type Description

Virtual World . Type  1in gk specific
__i__ properties properties
e.g. ID,

Physical World

Concept of a digital twin (simplified)

_ia _______

still be stored for documentation purposes.
Despite the enormous progress made in
technology, today’s digital twins are only
capable of encompassing partial aspects

of the real object. In Industry 4.0, these
meta-data sets are logically contained in the
so-called asset administration shell (AAS).
The AAS distinguishes between sub-models
that are determined by application domains,
industrial sectors and their standards, and
views that are defined by the functional and
informational shell of those properties that
are required by the intended use cases.

ENGINEERING METHODOLOGY OF 10SB

Hence, when considering the engineering
of digital twins, it is important to know
which properties are required and how to
map them to the sub-models. Fraunhofer
IOSB provides a methodology known as
SERVUS (service-oriented design of infor-
mation systems based upon use case
specifications) which systematically supports
the information system analyst and designer
in this task. Validated in industrial project
situations, it allows an analyst to specify
and document use cases as semi-structured
tables, break them down into requirements
and map them in an agile manner to
capabilities and technologies of existing
and emerging lloT platforms. These analysis

Visualization forms

Instance Descripton | {text, graphics, simulation, AR/VR...)
- i

View- 1

views

time series

| alignment inspection

and design activities are supported by a
Platform Engineering Information System
(PEIS).PEIS helps to mediate between the
possibly conflicting demands of users,
product managers, software engineers
and technology experts. A methodology
of this type is indispensable for engineering
digital twins as they need a deployment
and runtime environment which is service-
oriented and based upon open standard
technologies.

- User stories

Use cases

Capabilities
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""" Technologies
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SMART FACTORY WEB

MOTIVATION

The Korean Institute KETI and Fraunhofer
IOSB have launched a project financed by
the Korean Ministry of Trade, Industry &
Energy (MOTIE). Based on Industrial Internet
of Things (lloT) concepts, we are investigat-
ing integrated architectures and technolo-
gies for a web of distributed smart factories.

The Smart Factory Web, an approved
Testbed of the Industrial Internet Consor-
tium (IIC), aims to network a web of smart
factories to improve order fulfillment by
aligning capacity across production sites
with flexible adaptation of production
capabilities and sharing of resources, assets
and inventory. The main usage scenario is
accordingly “order driven adaptive produc-
tion”. Factory owners can flexibly adapt
production processes and value chains to
new customer requirements.

The Smart Factory Web Testbed simultane-
ously targets Korea's “Manufacturing
Innovation 3.0” and Germany’s “Industry
4.0" [1] initiatives. Both strategies involve
adaptable factories that offer fully auto-
mated production capabilities and capacities
in highly modularized production facilities
that can be adapted and optimized on an
order-by-order basis.
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IMPLEMENTATION ARCHITECTURE

The architecture of the Smart Factory Web
applies the conceptual views and specifica-
tions of the IIC in its Industrial Internet
Reference Architecture (IIRA). The model
factories of KETI in Pangyo and Ansan
(South Korea) and of Fraunhofer IOSB in
Karlsruhe and Lemgo (Germany) are linked
via the Smart Factory Web. The German
model factories are also members of the
Industrie 4.0 Labs Network and thus help
to promote the alignment of the Reference
Architecture Model (RAMI4.0) of Industrie
4.0 with IIRA.

The Smart Factory Web manages the
registration of and search for factories

in the Smart Factory Web. Assets are
modelled in terms of their capabilities and
properties. Cockpit applications visualize
selected factory data.

KETI has implemented an interoperable
network environment via OPC UA in both
the Pangyo and Ansan model factories.
This is engineered using AutomationML. By
adopting a data conversion module from
OPC UA to oneM2M, which is a standard
for machine to machine communications,
further devices and applications can be
integrated easily into the testbed.

The Korean and German model factories
will connect to the Microsoft Azure cloud

platform to show factory data in real-time.

The shop floor data to be transferred to
the cloud is aggregated on an OPC UA
aggregation server with the help of an

information model defined in AutomationML

and CEP (Complex Event Processing) to
extract actionable events from patterns in
the data. The AutomationML model is also
used to configure the data visualization
on the Azure cloud. KETI's Ansan model
factory is also connected to the Siemens’
Mindsphere platform to demonstrate
product independence.

STANDARDS

The standards AutomationML (IEC 62714)
and OPC UA (IEC 62541), complemented
by the companion specification “OPC
Unified Architecture for AutomationML”,
play a key role. The combination of these
standards reduces the manual engineering
effort required for production adaptation
and exchange of information in factories.

OUTLOOK

The collaboration between KETI and I0SB
advances the international usage of
standards and architecture patterns for lloT
systems. Benefits are expected for data
and service integration and advanced plug
&work, both fundamental for smart
factories. Both research organizations
conduct training, consultancy and
development projects for industrial clients.

The two organizations plan to integrate
further smart factories and applications
into the Smart Factory Web.

For more information go to:

www.smartfactoryweb.com.
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